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UNCLASSIFIED 
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ORIGIN DRC-01 

INFO OCT-01 NEA-10 ISO-OO SY-05 L-03 PER-03 /023 R 

DRAFTED BY FADRC/DR:FMMACHAK:LB 
APPROVED BY 0/FADRC:JSPRUDEN 
A/SY/DO:GHLARSON (SUB) 

L/M:LAHUMMER 

PER/MGT:LDRUSSELL 

NEA/AFN:DLJAMESON 

053629 

R 041903Z FEB 76 
FM SECSTATE WASHDC 
TO AMEMBASSY TRIPOLI 

UNCLAS STATE 027321 

E.O. 11652:N/A 
TAGS:AINF, ASEC, AFSP 

SUBJECT :PRIVACY ACT SAFEGUARDS; LOCAL EMPLOYEES 

REF: TRIPOLI 102 

1 . LIMITED OFFICIAL USE CLEARANCE/CERTIFICATION IS NOT 

RPT NOT REQUIRED FOR LOCAL EMPLOYEES HANDLING AMERICAN 
PERSONNEL AND FINANCIAL RECORDS. 

2. SUBSECTION (B) OF THE PRIVACY ACT PROVIDES. IN PART, 

THAT "NO AGENCY SHALL DISCLOSE ANY RECORD WHICH IS CON- 
TAINED IN A SYSTEMS OF RECORDS BY ANY MEANS OF 
COMMUNICATION TO ANY PERSON, OR TO ANOTHER AGENCY, EXCEPT 
PURSUANT TO A WRITTEN REQUEST BY, OR WITH THE PRIOR 
WRITTEN CONSENT OF THE INDIVIDUAL TO WHOM THE RECORD 
PERTAINS, UNLESS DISCLOSURE OF THE RECORD WOULD BE - ( 

1) TO THOSE OFFICERS AND EMPLOYEES OF THE AGENCY WHICH 
MAINTAINS THE RECORD WHO HAVE A NEED FOR THE RECORD IN 
THE PERFORMANCE OF THEIR DUTIES;..." 

3. WE INTERPRET THIS TO MEAN THAT ACCESS TO PERSONAL 
INFORMATION SHOULD BE RESTRICTED BY THE "NEED TO KNOW" 
UNCLASSIFIED 
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DOCTRINE RATHER THAN BY THE SECURITY CLEARAN CE/CERTI- 
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FICATION PROCESS. THEREFORE. FOREIGN SERVICE LOCALS 
AND PSC'S MAY BE PERMITTED ACCESS TO PERSONAL INFORMATION 
ABOUT INDIVIDUALS PROVIDED THAT THE OFFICER HAVING 
RESPONSIBILITY FOR THE INFORMATION DETERMINES THAT THE 
LOCAL EMPLOYEE NEEDS ACCESS IN THE PERFORMANCE OF 
HIS/HER OFFICIAL DUTIES. 

4. THIS DOES NOT IMPLY, HOWEVER, THAT THEY MAY HAVE 
ACCESS TO RECORDS WHICH DO CARRY THE "LIMITED OFFICIAL 
USE" OR OTHER CLASSIFICATION CONTROLS. 

2. ADDITIONAL GUIDELINES REGARDING HANDLING OF POST 
PERSONNEL RECORDS IS BEING SENT TO ALL POSTS BY 
CIRCULAR AIRGRAM. INGERSOLL 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 04 FEB 1976 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Authority: n/a 
Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 JAN 1960 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976STATE027321 

Document Source: CORE 

Document Unique ID: 00 

Drafter: FMMACHAK:LB 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Film Number: D760043-0531 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t19760282/aaaactzq.tel 

Line Count: 73 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN DRC 
Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: 76 TRIPOLI 102 
Review Action: RELEASED, APPROVED 
Review Authority: ElyME 
Review Comment: n/a 
Review Content Flags: 

Review Date: 04 JUN 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <04 JUN 2004 by BrownAM>; APPROVED <10 DEC 2004 by ElyME> 

Review Markings: 
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US Department of State 
EO Systematic Review 
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Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 
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TAGS: AINF, ASEC, AFSP 
To: TRIPOLI 
Type: TE 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 



